o0
c
<
e
—
wn
[%2]
]
=
o
@
3
<
ey
=
O
<]
wn
(0]
<
>
©)
o
1S
L
2]
wn
L
Z
L
(a4
E
<
>
=
x
-
)
Ll
wn

C

30%

ON AVERAGE

15%

Centre

TECHNOLOGIES ON AVERAGE

EMPLOYEES SUSCEPTIBLE RAPID INCREASE

TO PHISHING ATTACKS OF SECURITY AWARENESS
due to careless clicking decreasing vulnerability

of malicious emails by 50% in the first 90-days
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1 ENTERPRISE EXPERIENCE
2| > People, process and
technology that scales

cybersecurity and operations m
PERSONALIZED SERVICE

We get to know your [:]
business and people for a B %k ok ok ok ok ok

true partnership experience
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In-person collaboration and
support delivered with genuine
hospitality and professionalism
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LAYERED AWARENESS THAT
ENHANCES SECURITY POSTURE

REPORT ANALYZE  OPTIMIZE
FINDINGS SCORES FOCUS
[ [ [

ONLINE TRAINING

e Curates training curriculum videos aligned to
prioritized security topics

e Segments training curriculum for specific
departments, roles, access and influence

e Delivers enhanced training curriculum based on
additional compliance requirements, including:
- Health Insurance Portability and

Accountability Act (HIPAA)

- Payment Card Industry Data
Security Standard (PCI)

- California Consumer Privacy Act (CCPA)
- Personally Identifiable Information (PII)
- General Data Protection Regulation (GDPR)

EXAMPLE SECURITY TRAINING TOPICS
- Current Common Threats and Trends
- Two-Factor Authentication
- Password Security
- Social Engineering
- Phishing Fundamentals
- Reporting Unsolicited Phishing Emails

- Ransomware

@ OBSERVE IDENTIFY REPORT
BEHAVIORS GAPS FINDINGS
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SIMULATED EMAIL PHISHING CAMPAIGNS
e Sends simulated phishing emails to targeted
employees and departments

e Monitors open and click rates of email
campaigns to measure phishing vulnerabilities

e Analyzes behavior patterns and themes

o |dentifies beneficial security training and
initiatives to correct phishing-prone behaviors

e Continuously evolves blueprint for future
phishing campaigns that improve and enrich
awareness and visibility

e Adjusts blueprint of recommended security
training and future phishing campaigns to
optimize behavioral improvements

O You can'’t risk employees cluelessly
clicking on malicious emails anymore.

O You need to keep security threats
top of mind for all employees.

O You want to easily track the level
of cybersecurity awareness
across your entire organization.

HOW TO KNOW IF WE'RE A GOOD FIT
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TRACKING AND REPORTING

e Delivers visibility to security risk scores by
location or group

e Aggregates security training completion
percentage rates and scores by employee,
location or group

e Reports phishing campaign fail rate over time
e Reveals areas to prioritize security training

e Provides individual employee security
awareness report card based on training and
phishing campaigns

e Centralized portal for viewing security posture
statistics along side other Centre services

Q You're looking for a simple way

to educate employees on HIPAA, PlII,
PCI, and other security policies.

0 Your employees are tuning out from

boring training sessions.

O You want to save money on Cyber

Insurance and avoid claims being denied.
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